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Nudopmarius
O COCTOSIHMM OTIEPATUBHON 0OCTAaHOBKH Ha TEPPUTOPUU
Marananckoit 001acTu, CBSI3aHHOM C MPECTYIICHUSIMU, COBEPIIEHHBIMU
C UCIOJIb30BAaHUEM MH(POPMAITMOHHO-TEIIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUM, U
HOBBIX CIIOCO0aX COBEPIIECHUS KUOEPIPECTYTIICHUN

ITo utoram 2024 roga omepaTuBHas oOCTaHOBKAa B MarajmaHcko 00yacTu,
CBSI3aHHAs C  MPECTYIUICHUSMH,  COBEPIIEHHBIMM C  HMCIOJIb30BAHUEM
MH(QOPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIX ~ TexHojorut  (mamee — UTT),
XapaKTepU3yeTcs CIeAYIONIMMU MOKA3aTesIMH.

Poct uncna nmpecTymieHui paccMaTpuBaeMou KaTeropuu ObLT OTMEYEH BO
BCEX MYHHIMIAIBHBIX 00pa3oBaHMsX, 3a HcKItoueHueM Onbckoro u CeBepo-

DBEHCKOI'0 MYHUIHUIIAJIBbHBIX OKPYTOB!

Tabauya Ne 1. Yucno 3apecucmpupoganuvix npecmynieHuil ¢ ucnoivzosanuem UTT 6
2023 — 2024 200ax.

MyHununaasHoe 00pazoBaHHe 2023 1. 2024 1. I[HIJ{FT:,[/I:KE"
I'opon Maranan 742 772 +4,0
CycyMaHCKHMI MyHUIIUTIAJIBHBIN OKPYT 18 19 +5,6
SroHUHCKUI MYyHULIMNIAIBHBIA OKPYT 23 29 +26,1
XachIHCKMI MyHUIIMNIAIBHBINA OKPYT 28 31 +10,7
CpenHeKkaHCKUI MyHULMNIAIbHBINA OKPYT 5 6 +20,0
OMCYK4YaHCKMI MyHULIUIIAJIBHBIN OKpYT 13 21 +61,5
TeHbKMHCKUN MYyHULUIIATIBHBIN OKPYT 7 17 +142.9
OnbCcKkuil MyHUIIMNIAIBHBIN OKpPYT 35 21 -40,0
CeBepo-OBEHCKUI MYHULIUIIAIbHBINA OKPYT 6 3 -50,0
Bcero 877 919 +4.8

Hanbonee neratuBHas quHamuika oTMeueHa B TenbkuHckoM (+142,9%) u
OmcykuanckoM (+61,5%) myHununanbHsix okpyrax. Ha pocTt obimiero maccuBa
[T-npectymnennii (+4,8%) 6€3ycI0BHO MOBIMSIA CUTyalMs B OOJACTHOM LIEHTpE
(+4,0%), roe B 2024 rony coBepiieHo 84% Bcex MPOTUBOMPABHBIX JICSTHUN.

3HaYUTENBHYIO 4acTh OT yucna [T-mpectynnenuin B 2024 roagy coctaBuin

MomieHHuuectBa W kpaxu (60,3%). Ilo wurtoram mnpomieamero roja 4Yucio
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MOIIIEHHUYECTB CHU3UIIOCh Ha 10,6%, kpax — Ha 2,9%.

Tabauya Ne 2. Hucno 3apecucmpupo8anHubix MOUEHHUYECME U KPAJIC C UCNONIb30BAHUEM
UTT 6 2023 — 2024 200ax.

MyHALMIATEHOE MomenHnyecTBa Kpasu

oOpa3oBaHue 2023 1. | 2024r. | +/-% | 2023 1. | 2024 r1. | +/-%
I'opox Maranan 369 318 -13,8 132 130 -1,5
CycymaHckuii } 9 11 +22.2 4 5 +25,0
MYHULATAIbHBIA OKPYT
SIrogHUHCKMI 5 16 15 -6,3 4 7 +75,0
MYHULATAIbHBIA OKPYT
XachIHCKHIA } 14 16 +14,3 12 7 -41,3
MYHULATAIbHBIA OKPYT
OnbCckuil MyHUIUNATbHBINA 13 11 -15.4 16 5 -68,8
OKpyT
CpeI[HeKaHCKI/II/IU 4 1 75,0 1 3 +200,0
MYHULATAIbHBIA OKPYT
OmMcykuaHCKHI 5 9 12 +33,3 0 2 +100,0
MYHULATAIbHBIA OKPYT
CeBepo-3BeHc1c1:m 3 P -33,3 1 0 -100,0
MYHULUTAIbHBIA OKPYT
TenbkuHCKUN 5 D) 8 +300,0 1 7 +600,0
MYHULATAIbHBIA OKPYT

Bcero 434 388 -10,6 171 166 -2,9

Bmecrte ¢ TeM uncio KMOEpMOUIEHHUYECTB yBeIUYMWiIoch B CyCyMaHCKOM

(+22,2%), XaceiackoMm (+14,3%), Owmcykuanckom (+33,3%) u Haubolee

cymectBeHHO — B TenbkuHckoMm  (+300%) MyHUIMDANIBHBIX  OKpyTrax.

COOTBETCTBEHHO KOJIMYECTBO Kpaxk ¢ wucnosb3zoBanuem WTT Bo3pocmo B
CycymanckoMm (+25,0%), Aroanunckom (+75,0%), Cpennexanckom (+200,0%),
OmcykuanckoM (+100,0%) u B Tenbkunckom (+600%) MyHUITUTIATBHBIX OKPYTaXx.
B nBa pasa Bo3pocna pacKpbIBa€MOCTh MOLIEHHUYECTB: ¢ 5,2% B 2023 rony
1o 14,8% mno utoram 2024 roga. Y aenbHBIN BEC PACKPBITHIX KPaK CYLIECTBEHHO
BhIme — 43,2% (2023 r. — 44,6%).
MarepuanbHblii yuiepd oT NpecTYIUIEHU paccMaTpyuBaeMO KaTEropuu 1Mo

cpaBHeHUIO ¢ 2023 roJIOM HECKOJIBKO CHHM3WJICA M cOoCTaBui 248 MuH 732 ThIC.

pyoueii (2023 r. — 268 miiH 852 ThIC. pyOeit).



HCCMOTp)I Ha  OTACJIIBHBIC IIO3MTHUBHBIC HU3MCHCHHI B

CTPYKType
MPECTYHOCTH, CBSA3aHHON C KMOEPMOIIIEHHUYECTBAMH U Kpa)KaMH, OTMEYEHHBIMU
B 2024 rony, B TEKyILIEM IOy HAMETHUJIICA PsIi HETaTUBHBIX TEHCHIIUH.

Tak, oOmmii MaccuB MNPECTYIUIEHHUH, COBEPIIEHHBIX C HCIOJIb30BAHUEM

HTT, BeIpoc mo obmactu 6osiee yem Ha TpeTh (+36,3%):

Tabauya Ne 3. Yucno 3apecucmpupoganuvix npecmynieruti ¢ ucnoavzogarnuem UTT 3a 2
mecsaya 2024 u 2025 20008.

MyHunnaasHoe 00pazoBaHHe 2 mec. 2024 1. | 2 mec. 2025 1. +/- %
l'opon Maranan 84 111 +32,1
CycyMaHCKHMI MyHUIIUIIAJIBHBIN OKPYT 0 3 +100,0
SArogHMHCKUI MyHUIIMTIIAJIBHBIN OKpYT 3 5 +66,7
XachIHCKMI MyHUIIMNIAIBHBINA OKPYT 0 8 +100,0
OnbCcKuil MyHUIIMNIAIBHBIN OKPYT 7 8 +14,3
CpenHeKkaHCKUI MyHULMNIAIBbHBINA OKPYT 3 0 -100,0
OMCYK4YaHCKHI MyHUIIUIIAJIBHBIN OKpYT 5 1 -80,0
CeBepo-OBEHCKUI MYHULIUIIAIBHBINA OKPYT 0 1 +100,0
TeHbKMHCKNI MYyHUIIUIIAJIbHBIA OKPYT 0 2 +100,0

Bcero 102 139 +36,3

Kaxk BUOHO H3 Ta6JII/ILIBI, POCT UX YHCJIa OTMCUYCH BO BCCX MYHHIUIIAJIbHBIX

oOpa3oBaHUsX, KpoMe OMCYKYaHCKOTO MyHUIIMIIATIBHOTO OKpYTa.

Takxe B TCKYIIEM Iroay OTMCUYCH pOCT KI/I6epMOIHeHHI/I‘-IeCTB " Kpax:

Tabnuya Ne 4. Hucno 3apecucmpupo8aHHblX MOUEHHUYECME U KPAXC C UCNONIb308AHUEM

UTT 3a 2 mecaya 2024 u 2025 20008.

MoiueHHnYECTBA Kpaxu
MyHunumnansHoe 5 5 ) )
6DA3OBAMIC Mec. Mec. o Mec. Mec. o

pasoBatt 2024r. | 2025 | 77| 2024r. | 20251 | 7%
I'opon Maranaun 41 41 0 13 28 +115.,4
Cycymancxuit 0 2 +1000] 0 0 [+100,0
MYHUIUTATBHBIA OKPYT
Ao et 1 5 |+4000] 1 0 |-100,0
MYHUIUTATBHbBIA OKPYT
XaciHckni 0 4 |+1000| o0 1 |+100,0
MYHUIUTATBHBIA OKPYT
OHBCKI/H/I MyHI/H_H/IHaHBHBH/I 2 3 +50’0 2 4 +100’0
OKpYyT




CpeI[HeKaHCKI/II/IU 0 0 ) 2 0 -100,0
MYHHIHITATBHBIA OKPYT
OMCyK4aHCKHM 5 4 0 -100,0 0 1 +100
MYHHIHITATBHBIA OKPYT
CeBepO-3B€HCKI:II/I 0 0 . 0 1 +100,0
MYHHIHAITATBHBIA OKPYT
TenbKUHCKHN 5 0 1 +100,0 0 1 +100,0
MYHHIHITATBHBIA OKPYT

Beero 48 56 +16,7 18 36 +100,0

PaccmarpuBas nuunocte norepneBmunx, Y MB/[ Poccun mo Marananckon
00JlacTU OTMEYEHO, UYTO CU€Ta MOIIEHHHUKOB B OCHOBHOM MOMOJHSIOT MOJOJbIE
TPYAOCTIOCOOHBIE TpakaaHe, JI0JIU TPaMOTHbIE, 00pa30BaHHbIe, aKTUBHbIE. Yalie
IPYTUX 3TO — MEJIUKH, I[eNaroru, padOTHUKHU JOIIKOJBHBIX YUPEKICHUMH,
MPENPUITAN Pa3IMYHBIX dbopm COOCTBEHHOCTH, VH/INBU]1yaJIbHbIC
MPEINPUHUMATENHN U IEHCUOHEPHI.

B mnacrosiiee Bpemsi Ha TeppuTopun MaragaHckoi oOnactu HaumbOoliee

paclpoCTpaHEHbl  CIENVIOIIME  CIOCOOBl  COBEPIICHUS]  AMCTAHIIMOHHBIX

OPECTYIIEHUM:

1. 3BOHKH OT 3JIOYMBIIUICHHUKOB, KOTOpbIE OOMaHHBIM MyTEM BBOMST B
320y KJ€HUE  MOTEPHEBIIMX,  MPEJACTaBISISICH  COTPYAHUKaMH  OaHKOB,
MPAaBOOXPAHUTENBHBIX OPraHOB, ONEPATOPOB COTOBOM CBSI3U U T.H., B PE3yJbTaTe
Yero MojayydaroT JOCTYI K UX CUETaM U CIIMCAHUIO JIEHEKHBIX CPE/ICTB.

2. Bznom y4€rHOM 3amWcu B MECCEH/DKEpax, KOrja KOHTaKTaM
MOTEPIEBIIETO SIKOOBI OT €ro MMEHHM HAMNpaBISIOTCS COOOIIEHUS C KOHEUHOU
MPOCKOOI 3aHATH B JOJIT ACHEKHBIE CPE/ICTBA.

3. «Ilokynka-npoaaxay UMyliecTBa (IIPeIOCTaBICHUE YCIYT) uepe3 CalThbl
00BbsIBJICHUH (TOPTrOBbIE MHTEPHET-TLIOMIATKH).

4. BO3MOXHOCTb JIOMOJTHUTEIBHOTO 3apaboTka Ha (ENKOBBIX OUpKaX,
AKOOBI OCYIIECTBISIONINX OPOKEPCKYIO U MHBECTUIIMOHHYIO JI€SITEHHOCTD.

B nacmoswee epemsi 3mo 00uH U3 CaAMbIX PACNPOCMPAHEHHBIX CXEM

MoweHHuwecmea. YHacmo epaofcc)aHe nolmaroncs «3apa6omamb» Ha 6upofce



«l'asuneecmy, «lasnpomay, npu >2mom HepeoKo IHcepmeamu MOUEHHUKOS
CMAaHOoB8AmMCs NeHCUOHEPDI.

5. Bsnom nauuHoro kaOuHeTa TmoJIb30BaTeNne mnoprana «l'ocycmyru»
(kBanmupuUUpyeTCd  KaK  «HENPaBOMEPHBIM  JOCTYyl K  KOMIIbIOTEpHOMU
uHpOpMaITUN»).

6. [IpectynHas cxema «pOJCTBEHHUK B Oe/ie».

7. @eKOBBIE PO3BITPHILIN ITPU30B.

YT100bI HE CTATH KEPTBOM 3JI0YMbIIIJICHHUKOB, HEO0X0IUMO CO0JII0IaTh
cJieyoluue nNnpaBuJia 0e30MacHoOro NoBeAeHUs:

1. He cnenyetr otBeuath Ha 3BOHKU uind CMC-cooOliieHnsi ¢ HEM3BECTHBIX
HoMmepoB. He mnepe3BanuBaiite Ha HeusBecTHble HoMmepa. SAIIUTUTE CBOU
CMAPTOOH:

- HE YCTaHaBIUBalTe HAa CBOM CMApT(POH HUKAKUX MPOrpaMM IO YKa3aHUIO
HEU3BECTHBIX;

- B KayecTBe IMOMOIIM B O0pbOE ¢ MOIIEHHUKAMH II€JIeCO00pa3HO
YCTAHOBUTH Ha JIMYHBbIE MOOWJIbHBIE YCTPOMCTBA OECIJIATHBIE YCIYTH COTOBBIX
OMepaTopoB MO OJOKUPOBKE CIAM-3BOHKOB M UJACHTU(PUKAIMU 3BOHAIIUX
(Mera®on — «Ilomontauk EBay, MTC — «3amutHuky», bunaitn — « BuptyanbHbiii
MOMOIITHUK», T2 — « AHTHCTIaM 1Sl 3BOHKOBY» U JAPYTHE).

2. Hu npu kakux oOCTOSTENbCTBAX HE COOOMIAWTE PEKBUZUTHI CBOUX
OaHKOBCKHMX CYETOB M KapT, Mapojd OT HUX U TeM O0oJjiee HE MepeyucisiTe
MPUHAJICKANIME BaM JICHEKHBIE CPEACTBA MO YKA3aHUIO JIUL, TPEICTABISIOIIUXCA
COTpyJIHUKaMU OaHKOB (CIIykObl 0€30MacCHOCTU 0AHKOB) M MPaBOOXPAHUTEIIbHBIX
opranoB (nonunus, ®Cb, Pochunmonutopunr u T.1.), Ha Oe3omacHble cuera!
Honsitus «BE3OITACHBIN CUET» HE CYIIECTBVYET! HememienHo MIPEPBUTE
paszrosop!

3. He Oepute Kpeautsl SAKOOBI [JI1 TOro, YTOOBI OIEPEAUTH
3noymbinieHHUKOB. TAKOI'O CITOCOBA 3AIIUTHI BAIINX CPEACTB HE
CYIIECTBYET!



6

4. B caydae mocTyIjieHUs COOOIIEHUS OT POJCTBEHHUKA, 3HAKOMOTO,
pyKoBOaUTENS (KOJUIET 1O paboTe) ¢ MPOCh0Ooi 3aHATh ACHET Wi ¢ HHpOpMaluen
0 TOM, YTO BaM CKOpPO IMO3BOHST U3 opraHoB Oe3onacHoctu win LlenTpodanka PO
u caenyer gaeucrtBoBarb 1o ux uHcTpykuuu, CAMOCTOMATEJIBHO
CBSAXUTECH C TEM, KTO ITPOCUT OKA3ATH ITOMOIIIb, 1 YTOUHUTE
CUTYALMUIO.

5. OBPATUTE BHUMAHUE! HE CO3BAHUBAIOTCA C
KIIMEHTAMU:

- COTOBBIC KOMIAHUM — C MEIBI0 NPOINeHUs VCye MoOubHou cea3u (padboTa
BEIETCS HCKIIOYMTEIBHO depe3 OQHIHAIbHOE MOOMIBLHOE IPHIOKCHHUC
OTIEPaTOPOB CBS3H);

- Ornenenne @oHIA TNEHCHOHHOTO U CONHMAIBHOTO  CTPaXOBaHUS

Poccuiickoit ®eneparun mo Maraganckoir o6Omactu (ero  Quamansl) — C

MPEMI0KEHUEM VCye HO nepepacyémy pamepa HeHCUu U mpyooso20 Cmaxicd;
- AO «MaranansHeprocObIT» — JUIsl OKa3aHWsl COJEUCTBUS HO 3aMeHe

CUEMUUKA INEeKMPOIHEP2UU aubo HACMPOUKU _TUYHO20 Kabunema Ha caunTe

KOMIIaHMU;

- MCIUIHWHCKHUC OpPraHu3allvi — 00 OKa3aHWH yCIIyru 1o I[HCT&HLIHOHHOﬁ

3alMCH B OYEpPEeAb HA 3aMeHY Noaucd 00A3amenbHo20 MeOUYUHCKO20
CMPAxo8anusl.

6. IIpu coBepuieHUN OHJIAUH-TIOKYIIOK WJIN IIPOJAX HA
MHTEPHET-ITJVIOIIAIKAX 00BABIICHUI clenyuTe CIIEIYIOLIUM

PEKOMEHIAIUAM:

- M3YyYUTE KapTOYKYy MPOJABLA, €r0 PEUTHHT M OT3bIBBL. HacTtopoxkurecs,
€CIM TMpOoJaBell MMEET CIHUIIKOM HHU3KHI pPEUTUHr U OOJBIIOE KOJUYECTBO
OTPHUIIATEIBHBIX OT3bIBOB;

- MOIIEHHHUKHU YacTO HCIMOJB3YIOT (DUIIUHTOBBIE CANThI, 3aMaCKUPOBaHHBIE
MOJ peajibHO CYIIECTBYIOIIUE OHJIANH-PECYpChl TOPrOBBIX IJIOIMIAJA0K (IOMEHHOE
UMsI TIPU ATOM MOXET OTJIMYaThCsA BCEro JIMIIb OJHUM CUMBOJIOM). CCBUIKM Ha

(UIIUHTOBBIE CaWThl, Kak MPaBWJIO, OCTaBJSIIOT B MECCEH/KEpax, MO3ITOMY



oOlaifiTech € TMOJB30BATEISIMU  TOJIBKO 4Yepe3 YaT HWHTEPHET-IUIOMIAJAKU
pa3MenieHus o0bsBIeHUN. B OONBIIMHCTBE ClyyaeB B TakuX 4aTax OJOKUpyeTcs
paccbuika ccbUloK. Ecnmu  pecypc He OJOKUPYET CCBUIKHM, OTIpaBisieMble
MOJI30BATENSIM, TPOCTO HE MEPEXOAUTE IO HUM;

- MOIIEHHHMKHU YacTO MBITAIOTCS YBECTU Bac ¢ MHTEpHET-pecypca. Crenyer
HaCTOPOKEHHO OTHECTHUCH K MpOochbaM Mpo10KuTh obmenre B WhatsApp, Viber,
Telegram. Bac moryr y0exnarb B TOM, 4TO (PYHKIMOHal caita padboTraer
HEKOPPEKTHO, W CHENKYy JIy4lle COBEpIIUTh B 00xona pecypca. Huxorma ne
nojjaBaiiTech Ha MOJOOHBIE YroBopbl. OIaTy NPOBOJUTE TOJIBKO 4Yepe3
MJIATEXHBIE CEPBUCHI, KOTOpBhIE MpeajaraeT BblOpaHHas BaMU UHTEPHET-
momaaka. B takom ciydae Bbl MOXKETE ObITh YBEpEHBI B 0€30MaCHOCTH OILIATHI U
B COXPaHHOCTU [IGHEXKHBIX CpEJCTB Ha Bailei kapre. [loCKoOJIbKYy cepBUCHI
0e30MmacHON OIJIaThl MPEANnoaaralT OJOKUPOBAHHUE JCHET HA BUPTYAIbHOM CUETY
TOPTOBOM IUIOIIAJIKU, B CIlydae HEMOJyYEHHUs TOBapa WM MOJY4YEHHs] TOBapa
HEHAJIJIekKaIIEr0 KayecTBa JACHEKHBIE CPEACTBAa BEpPHYTCS Ha Ball cu€r. TOJbKO
MIPU MOJITBEPKICHUH MOJYYSHHUSI HY>)KHOTO BaM 3aKa3a U OTCYTCTBHUM MPETEH3UN K
€ro Ka4eCTBY TOProBasi MIIOLIAJIKa HAIIPABJISET JEHEKHbIE CPEICTBA MPOABILY.

- HE OTIPABJISIITE MPEAOIUIATy 32 TOBAP WU YCIYTY;

- TIpu OONIEHWU B YaTe€ MONIIEHHUKHU IOJI CAaMbIMU Pa3HBIMHU MPEIJIOTaMU
MOTYT TOMNBITATbCSI MOJYYUTh HWH(OpPMAIMIO, TMO3BOJISIIOUIYI0  COBEPIIATH
HECAHKIIMOHUPOBAHHBIE OMEpAINU C Ballell 0aHKOBCKOW KapToil. [lorTomy HU npu
KakuX OOCTOATENhCTBAX HE COOOIIAWTE IIOJb30BaTEIsIM KOJ Ha OOOPOTHOM
cropore kapTel (CVV/CVC-kox), a Takxke koapl u3 CMC-cooOmeHuid ais
COBEPIIEHUS OIJIAThI, MPUXOSIIUX HA HOMEP Balllero COTOBOIrO Teyie(oHa.

- €CJIM BbI BCE K€ yCIEIU BBECTU HOMEP CBOEH KapThl HA MOJICIbHOM calTe
WJIU TIepeaTh CBOM IUIATEXKHBIE JAHHBIE MOIIEHHUKAM U TOJBKO MOTOM MOHSIN —
YTO-TO HE TaK, HY’KHO HEMEJJICHHO MO3BOHUTHh B OaHK, 3a0JOKUpPOBATH KapTy U
nojaTh 3asBleHUE Ha e€ mepeBbinyck. Ecnu ycmeere chaenaTh 3TO J0 TOro, Kak
MOIIEHHUKN BOCHOJIB3YIOTCSI BalllUMU JaHHBIMHU, TOTE€pU JACHEr yAacTcs

n30eXaTh.



7. He crnenyer noBepsATb 3BOHKaM U COOOIIEHHSM, O TOM, UYTO
POJICTBEHHUK WJIM 3HAKOMBIN TTOITAJI B ABAPHIO, 3AJIEPXKAH 3A
COBEPHIEHUE INPECTYIUIEHUS, ocoGenHo, eciu 3a 3TUM CIAEAYyeT Npoch0a o
MEePEUYUCIICHNUU JEHEXKHBIX cpelicTB. Kak moka3blBaeT MpaKTHUKa, OOBIYHBIN 3BOHOK
OJIM3KOMY UENIOBEKY II03BOJIIET pa3BEsITh COMHEHUSI U TMOHSITh, 4YTO 3TO
MOILIEHHUKU TBITAIOTCS 3aBIaJETh BAIUMU CPEACTBAMH WM UMYILIECTBOM.

8. UtoObl HEe MOMyCTUTh HECAHKIMOHHWPOBAHHBIA JOCTYN B Ball JIMYHBIN
KaOuHeT Ha caiite «l ocycinyru», He0OOXOAMMO COOJIONATH PSJl MPOCTHIX MPABUII
KnOep0e30MacHOCTH, KOTOPbIE U3JI0KEHBI Ha O(UIIMAIIBHOM 3TOT0 caiTa (CChUIKA!

https://www.gosuslugi.ru/help/fag/personal _data/100465). OcobGoe BHUMaHUE

CHEUUAUCTHl MO KuOepOEe30MmacHOCTH O0OpalllaloT BHUMAHHE Ha CO3JjaHuUE
YHUKAJILHOTO TApOJIs IS BXOJa B JIMYHBIM KaOWHET W3 12 CUMBONOB (CCHUIKA:

https://www.gosuslugi.ru/life/details/how_to_create strong_passwords).

9. OOmas pexoMeHaalnus: MpeaynpeauTe POJCTBEHHUKOB U 3HAKOMBIX,
OCOOEHHO JIUII MOKHUJIOT0 BO3pPACTa, O CYIIECTBYIOMIUX CIIOCO0aX MOIIEHHUYECTBA.
Cnenyer oOpatuTh BHUMaHHe, 4TOo B Maramanckoil 00JacTH MOSBWIKNCH

HOBBIE CNOCOOBI MOIIEHHUYECTBA, KOTOpPHIE JIOBOJBHO pPaCIpOCTPAaHEHBI B

LEHTPAIBHBIX pallOHAX CTPAHBL.
1. Tak, MBJI Poccun otmeuaer, 4To mnociieiHee BpeMsl YUaCTHIIMCh CIy4dau,
KOIJla MHTEPHET-MOUICHHUKH 3allyTUBAIOT TPAXJaH CTaTbE€ W3 YTOJIOBHOIO

komekca Poccuiickoit ®exeparuu 0 TOCHM3MEHE U3-3a (DHMHAHCUPOBAHUS

BoopyXEHHBIX ¢l Y KpanHEI.

Cytp oOmaHa crnenyromas. Bam 3BoHHT sik0Obl coTpynanuk DPChb wunm
MOJIUIMU, KOTOPBIM COOOIIAeT, YTO HEKUM HEYECTHBIM OaHKOBCKHUM CIy>Kalui
YKpaJI Balld NEPCOHAJBHBIE JTAHHBIE W MPOU3BEN OT BAIIEr0 MMEHU MEPEBOABI B
nonb3y BoopyxeHHbix cwi YkpauHbl. @DOpMallbHO  MEPEBOABI  SAKOOBI
COBEPIIAIOTCS OT BAaIlIETO UMEHU, YTO TPO3UT BO30YKIECHUEM YrOJIOBHOIO Jiea 3a
roCyJIapCTBEHHYIO U3MEHY U (WJIH) COAEHCTBUE TEPPOPUCTUUECKON NESITENHLHOCTH.

HexoTopble oBepuuBbBIE TpaxkJaHe, YCIbIIIaB N0JA00HOe, cpa3y MyTraroTCs.

" TYyT 3BOHMBIIHHI npeaIaract CXemMy, Koropas 1nmo3BOJIMT CHATHb C BacC OOBHHEHHS B


https://www.gosuslugi.ru/help/faq/personal_data/100465
https://www.gosuslugi.ru/life/details/how_to_create_strong_passwords
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rocusmMeHe. /[ 3Toro Hy»KHO MOMOYb Cily»k0e Oe3omacHocTH OaHKa HaWTH
3IIOYMBITIUICHANKA. HYyXHO cenaTh OWH WJIH Jydille HECKOJIbKO TEPEBOIOB Ha
HEKHE HAJIe)KHBIC CueTa, U SKOOBI ATH JACHCTBUS MOMOTYT MOWMATh MPECTYITHUKA.
B peampHOCTM JOBEpUYWBBIE TpaXKIaHE TMEPEBOAIT JICHBIW  HACTOSIIUM
MOTIICHHUKAM.

[Io mpyroil mpecTynmHOW CXeMe Bbl HEOXUJAHHO MOJIy4aeTe Ha CBOIO
O0aHKOBCKYIO KapTy JIEHEKHBIM MEPEBOJ, 2 B KOMMEHTAPUSIX MOIICHHUKU THIIYT
OJlarogapHOCTh 3a MOMOIIL SKOOBI BoOpyKE€HHBIM cujaaM YKpauHbl. 3aTeM
MPECTYIMHUKHU JCNIAI0T CKPUHIIOT COOOIIEHHUSI O TMEepPeBOJe JACHEKHBIX CPEICTB U
o0emaroT OTHPaBUTh CHUMOK B OpraHbl Oe3omacHOCTH. M XOTsS TpaxgaHWHA
Poccun HE MOTYT TpHBIIEYh B TAHHOM CiIy4ae K KakOH-THOO OTBETCTBEHHOCTH,
CUTyanusi paccyuTaHa Ha 0CO00 BOCTIPUUMYHUBBHIX JIUI], KOTOPBIE B CTPECCOBOM
CUTyalll 0053aTebHO O0paTsITCS B TPABOOXPAHHUTEIHHBIE OpTaHbl. TakuMm
o0pa3oM BBIpacTaeT Harpy3ka Ha MOJIUIUIO W OpPTaHbl 0€30MacCHOCTH, U Ha (hoHE
OOoNBIIOr0 TOTOKa Oecrnojie3HOM  HMH(pOpMaluy  MO-HACTOSIIEMY  Ba)KHbIC
COOOIIICHMS O MPECTYIUICHUSX WM TEX Ke ToHaTaX B moias3y BCY morepsroTcs.

Tax, 6 mapme 2025 200a s#cepmeoil MOULEHHUKO8 CMAN YYyumenb 0OHOU U3
obweobpazosamenvrulx yupedcoenuil Maeadanckou obnacmu. B 3asenenuu o
npecmynjieHuu, NOCMYNueuieM 8 OedCYPHYI0 YACMb OpP2aHO8 6HYMPEHHUX Oell,
VKA3amo, 4mo nomepnesuiemMy HNOCMYNUIo no meccenoxcepy «Bomcany
coobujeHue 0 MoMm, YMO 3aseumenb SKOObl ocyujecmeisem QOUHAHCUPOBAHUE
Boopyoicennvix cun Yxpaunvl, npu smom, 603modcHO, nomepnesuiuti 006 3mom
Gaxme He 3Haem, U nNepPesoOd OCHEHCHLIX CPedCme npoucxooum be3 e2o yuacmusl.
Ymobwl obezonacumsv cebsi Om NONLIMOK XUWEHUS CO CHIOPOHbL UHBIX JUl,
3as6umento  ObLIO NPEONIONHCEHO YCMAHOBUMb HA  CMAPM@OH  3AUWUMHYIO
npocpammy, KOmopas 8 moze Nocie YCMAHOBKU, HANPOmus8, no360JUld
310V MbIULIEHHUKAM 0becneyums 00Cmyn K OAHKOBCKUM cyemam dxcepmevl. Ilocne
VCMAHOBKU ~ NPUNONCEHUS,  BOCHONL30BABUUCL  YOAJIEHHbIM — OOCHYHOM,
310YMblULIEHHUK YOeOunl nepegecmu OeHedcHble cpedcmea 6 cymme 250 000

pybaeti 8 dpyeoti bauk, a 3amem 0eHbeU ObLIU OOHATIUYEHbl NPECYNHUKAMU.
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noAOOHBIA 3BOHOK, HEOOXOJIMMO Cpa3y IMpepBaTh pa3roBOp U COOOHIUTH O
CJIyYMBIIEMCS B MOJIUIIHIO.

2. Bcé yaiie B permoHe CTajiu perucTpUpOBATHCS MOIIECHHUYECKHUE CXEMBI,
CBSI3aHHBIE C JIeaTeNbHOCTBIO «[louThl Poccumny, koraa npeacTaBUTeNb sSIKOObI 3TOU
OpraHu3alMd 3BOHUT BaM M moja TeM WIM HHBIM TPEAJIOrOM BbIMAHUBAET
uHpopMaIMio, KOTOpas CIOCOOCTBYET 3aBJaJICHUIO BallUMU JEHEXHBIMU
cpeAcTBaMH JMOO MOJYYEHHUIO JOCTyNa K BalleMy JUYHOMY KaOWHETy caiiTa

«l"ocycimyrmy.

CxeMa MOIIEHHUYECTBA BRITIISIAT CASAYIOMHMM 00pa3oM: KEePTBE 3BOHST OT
UMeHU KOOI coTpyaHuka «lloutel Poccum» m mpemyaraloT MOJyYHTh 3aKa3HOE
MMACHEMO JIMYHO WJIM B JIEKTPOHHOM BHje. YacTo, Hampumep, pedb MOKET UATH O
MOJIYYCHUN  nucem U3 HAl02080U uHcnekyuu. BEciu denoBek BbIOMpaeT
ANIEKTPOHHBIN BapHWAHT, MOIICHHWKH MOTYT Ha3BaTh €ro HACTOSIIHKA ajpec
ANIEKTPOHHON TMOYTHI, YTOOBI BBI3BATh JOBEpPHE. 3aTeM 3JI0YMBINUICHHUKA
MpeaIaraloT  BOCIIOJIB30BATHCA  SIKOOBI  CYIIECTBYIOIIMM  «4YaT-00TOM» IS
MOJTyYCHUS TUChMA.

BoT numib HeCKOJIbKO TaKUX MPUMEPOB 10 Marajganckoil o0JaacTu.

1) B mapme 2025 200a & dedxcypuyro yacmoe OMBJ] Poccuu no 2. Mazcaoany
NOCMYNUNIO 3as8leHue Om paboOmHUKa O0O0HO20 U3 CAOHO8, OCYWECMEIAIOUSUX
ObIOMuU-ycayeu 6 061ACMHOM YyeHmpe, 0 MmoM, Yo HeyCMAHOBIeHHOe TUYOo, nymem
obmMaHa  noo0  npeodnoecom  NOOMEEPIHCOeHUS  NOUMOBO20  OMNPAGIEHUA,
npeocmagusuiucy  compyoHukom  «llouma Poccuuy, ybeoduno 3assumens
npoouxkmosams ko0 u3z «CMC-coobwenusny, HanpaeieHHvlli HA AOOHEHMCKULL
HoMep 3assumens, 8 pe3yibmame ye2o Obll 3a0N0KUPOBAH OOCMYN K JTUUHOMY
Kabunemy nomepneguie2o Ha nopmaine «l ocyciyeuy.

2) B mapme 2025 200a oeaxcypnyro uacmo OMBJ] Poccuu no 2. Macaoany
NOCMYNUIO 3as81eHue Om dcumessi 001aCmHO20 YeHmpa, pabomuuKa 00HO20 U3
001aCMHBIX  20CYOAPCMBEHHBIX — OIOO0NCEMHbIX — OP2aAHU3AYULL O MOM, YUMo

HEYCMAaHOBJIEKHOE JIUYO, UCNOJIb3YA 360HOK 6 Meccendofcepe ««WhatsApp» nymeM
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oomana, npeocmasusuiuce compyonukom «lloumer Poccuuy», noo npednozom
NOMYYeHUs NUCbMA U3 MUHUCMEPCmMEa O00podHcHo20 Xxosaticmeéa Mazadanckou
obnacmu, y6eouno 3aseumesisi nepeumu no ccolike 8 meccenodxcep Telegram Ha
cmpanuyy 6oma «llouma Poccuu» («@RusPost RoBoty) u egecmu jno2un u
napoas om cauma «l ocyciyeuy, nocie ye2o co8epuiuzio HenpagoMepHbulll 00Cmyn K
KOMNbIOMEPHOU UHpOpMayuy, a UMEHHO 3a61adelo AKKAYHMOM 3asaeumens Ha
nopmane «locycnyeu», ocywecmsuno e2o Moougpuxayuio, 610KUPOBKY, 02pAHUYUE
00CMYNn K e20 80CCMAaHO08IeHUI0. B danvHetiuem 3aa6umento n0360HUNA HCEHWUHA,
Komopas npedcmasulacb compyoOHuKom Oamka, u 66eos 8 3a0.yicoenue, yoeouna
yepe3 cucmemy ObICMPbIX niamedxcell nepeduciumes OeHeXiCHble CPeoCcmea 8 cymme
133 000 pybaeii (kpedumnwvie) Ha npedocmasieHHblil ADOHEHMCKUL HoMeD. «A»).

Baxxno 3Hath: Ilouta Poccum HMKOrnma He 3BOHHUT KJIMEHTaM, TEM OoJiee 10

MecceHkepy «Botcam» (IpecTYNMHMKM UCHOJIB3YIOT TOJMEHHBIE HOMeEpa,
uneHTuguuupytomuecss B cMaptpone npu coequnennu kak «lloura Poccum») u
He 3anpamuBaeT koAbl u3 CMC-cooOmenuil. Eciu rpakajaHuH BAPYT MOJTydYaeT
O0100HBIN 3BOHOK, €r0 CPOYHO HAJ0 MPEPBATh.

OO0 3TUX U Apyrux cnoco0ax MOIIEHHUYECTBA M KAaK MPOTUBOCTOATH UM,
MOXXHO y3Hatb U3 «Becrauka Kubepnomuuuu Poccum», co3maHHOTO
VYnpaBieHueM Mo opraHu3auud OOpbObl C MPOTHUBONPABHBIM HCIIOJIb30BAHUEM
MH(QOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX ~ TexHosoruit MBJ[  Poccun Ha
CTpaHULAX COLIMAJIbHON ceTn «BKkoHTaKTE» (ccblka:

https://m.vk.com/cyberpolice_rus) u B Telegram-kanaie (cchuika:

https://t.me/cyberpolice_rus).

PexoMmenmyeTcst moAmuMcaThCsl Ha 3TH PECYPCHI ISl TTOTYISHUST aKTyaIbHOM
nH(OpMAIH, CCBUTKH Pa3MECTHTh Ha caiiTaX aJIMUHHUCTPAIUA MYHUITUTATBHBIX
oOpazoBanuii Marananckoir oOimactu B pazdenax Mo  OpOPUIAKTHKE

KHOEpIpeCTyIIICHUM.
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